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EDUCATION

National Institute of Technology Karnataka, Surathkal Nov 2022 - May 2027
B.Tech in Metallurgical and Materials Engineering (expected)

EXPERIENCE

Quantum Networks
Firmware Engineer | U-Boot, Secure Boot, OpenWrt/QSDK, Qualcomm IPQ60xx Dec 2025 - Present
o Implemented FIT image verification and verified boot in U-Boot for OpenWrt-based AP platforms, enforcing
authenticated kernel and rootfs validation before the handoff to Linux across dual-image NOR+NAND layouts.

o Engineered and validated an end-to-end Qualcomm IPQ60xx secure-boot workflow covering OEM key provisioning,
boot-chain verification from PBL through Linux, and a hardened QSDK signing pipeline with RSA-PSS signing,
SHA-384 fuse hashing, automated sec.dat generation, and signed recovery images. Root-caused boot failures on
IPQ6010/IPQ6018 using EDL/Sahara, Firehose, and serial-console tracing.

Tata Communications
Intern | MPTCP, OpenWrt, Proxmox VE, iSCSI, VLANs, ZFS May - July 2025
o Engineered a multi-link WAN aggregation and failover engine combining several uplinks into a single
high-availability path for enterprise sites.

o Deployed a 2-node Proxmox VE cluster with ZFS mirrors and shared block storage over dual-controller iSCSI
multipathing, with management, cluster, and storage traffic isolated onto dedicated NICs and VLANSs.

o Validated resilience through structured failover testing, confirming uninterrupted I/O during simulated link and
controller outages, and documented the architecture for operational handover.
IRIS, NITK
Systems Engineer and Lead | Networking, DevOps, Virtualization, Ruby May 2023 - May 2026
o Executed a zero-downtime migration of 40+ containers and 154+ VMs from legacy Proxmox and Nutanix systems
onto a high-availability Proxmox cluster, backed by a containerized backup pipeline targeting NAS and Ceph S3.
o Implemented JWT-based authentication for internal dashboards by compiling a custom NGINX module and
integrating it with a Rails service.
o Built a centralized monitoring stack on Zabbix and Grafana with webhook alerting for certificate expiry, outages,
and infrastructure anomalies across bare-metal and virtualized hosts.
Research Intern, NITK | Supervisor: Prof. Mohit P. Tahiliani
802.1X, VLANs, NAC, PacketFence, OPNsense April - July 202
o Designed and deployed a network access control testbed using PacketFence, OPNsense, and VLAN segmentation
across dual Proxmox servers and a Cisco SG300 switch.

o Configured VLAN-based enforcement with dynamic device onboarding, DHCP handling, and tagging/PVID policy across
registration, isolation, and production VLANSs, then validated end-to-end flow against simulated endpoints.

PROJECTS

xdp-bfd: BFD Dataplane Engine in eBPF/XDP
Solo Project | C, eBPEF/XDP, libbpf, FRR, Linux Kernel Networking

o Built a BFD (RFC 5880/5881/5883) engine with its fast path in XDP: replies are sent by rewriting the peer’s own
packet in softirq, so sessions keep their timing when userspace is starved. Runs standalone or as the data plane for an
unmodified FRR bfdd over its bfddp protocol.

o On bare metal, held 1022 sessions with 0 flaps through real-time stress that made stock FRR bfdd flap 18,910
times, with the engine on a SCHED _DEADLINE reservation. Scales to 1024 sessions by default and 8192 with a
flag, with 0 flaps at 4096 sessions on 6.2% of a core after an event-driven rewrite cut engine CPU from 16.8% to 2.1%
at 1024 sessions.

o Dual-stack with echo, multihop and demand mode, plus keyed SHA1 authentication computed inside XDP within
the 512-byte BPF stack. Hitless restart through pinned maps and XDP links (0 flaps across 1024 live sessions), shipped
as Debian and RPM packages that run without root.

IndiaFOSS 2026 Conference Network
NITK team with Prof. Mohit P. Tahiliani | 802.1X, FreeRADIUS, OPNsense, Proxmoz VE

o Built and ran the Wi-Fi for IndiaFOSS 2026 at NIMHANS, Bengaluru: 36 Wi-Fi 6 access points and 7 PoE
switches cabled in a day, serving 712 people on 1,138 devices over two days from a single 1 Gbps line.

o Per-person 802.1X (WPA2-Enterprise, PEAP and TTLS) with two replicated FreeRADIUS servers setting each
attendee’s VLAN and speed tier, and OPNsense with Kea DHCP, per-device FQ-CoDel shaping and a 360 Mbit/s floor
for the livestream, all on one Proxmox host monitored with Prometheus, Grafana and NetFlow.
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IPv6 Campus Deployment | NITK
Project Member | IPv6, SLAAC, DHCPv6, RADVD, RDNSS | Funded by|APNIC
o Led a dual-stack IPv6 rollout (SLAAC + DHCPv6) across campus VLANSs, starting from production use in a hostel
block, with DHCPv6 snooping and IPv6 firewall rules isolating internal networks.
o Diagnosed and mitigated rogue RA flooding from edge devices using port-based RA filtering and strict ACLs.
o Resolved Android SLAAC and DNSv6 failures by reallocating from /56 to /64 and deploying RDNSS-only
advertisements via RADVD, verifying I[Pv6-only reachability with IPv4 disabled on clients.
Self-Hosted Infrastructure Platform
Solo Project | Proxmox VE, Docker, NGINX, OPNsense, WireGuard
o Operate a clustered Proxmox VE deployment of containers and VMs hosting internet-facing services (Matrix
Synapse, Mailcow, DoT/DoH, Vaultwarden, Immich, Jellyfin) with automated TLS and domain-based routing through
NGINX.
o Segment and secure the estate with OPNsense, WireGuard, VLAN isolation, firewall policy, DNS filtering, and split
public/private access paths, alongside backup, monitoring, and health-check workflows.

OPEN SOURCE CONTRIBUTIONS

FRRouting (FRR)
Contributor | C, bfdd, Distributed Dataplane, Python topotests

o Eleven patches merged into bfdd. Six came from running a real data plane against it: a UNIX-socket transport that
never worked (#22621), sessions silently lost when registrations overflowed the output buffer (#22645) and deletes lost on
shutdown (#22692)), counters queries tearing down the data plane connection (#22694)), echo-interval negotiation for
offloaded sessions (#22805), and IPv6 echo sourced from the wrong address (#22920).

o Implemented demand mode (RFC 5880 §6.6, |#23023) and fixed the zero-discriminator check it exposed (#23284)).
Fixed authentication: a keyed SHA1 replay check that never ran (#23281), a silent fallback to no authentication
(#23282), and keys with lifetimes carried to the data plane (#23331).

o Authored topotests and a test dataplane listener daemon (nearly 600 lines, modelled on fpm_listener) giving the
data plane path regression coverage it never had, wired through the topotest harness, packaging and CI.

ngx-http-auth-jwt-module
Contributor | NGINX, C, Authentication
o Added runtime-variable support for the auth_jwt_enabled directive, enabling conditional enforcement driven by nginx
geo and map variables for cases like VPN subnet whitelisting and selective bypass. Merged and released in v2.4.0.
Proxmox VE
Contributor | Perl, Storage, Debugging

o Traced a Disks page failure to smartctl calls on USB-attached SSDs taking two minutes with no timeout in the Perl
disk-management API, and supplied the reproduction and timing analysis behind the upstream timeout patch.

SKILLS
Languages: C, Python, Bash, Lua, Perl, JavaScript/TypeScript, SQL, YAML
Networking: BFD (RFC 5880/5881/5883), FRR, routing and switching, IPv4/IPv6 dual-stack,

SLAAC, DHCPv6, RADVD/RDNSS, TCP/IP, MPTCP, VLANSs and trunking,
802.1X/NAC, NAT, WireGuard, firewalls and ACLs, OPNsense, Cisco switch
configuration, packet capture and analysis (tcpdump, scapy, Wireshark)
Kernel & Systems: eBPF/XDP, libbpf, bpftool, Linux networking stack, systems debugging, systemd,
U-Boot, OpenWrt/QSDK, Qualcomm IPQ60xx, secure boot, embedded firmware
Infrastructure & DevOps: Linux, Docker, Docker Compose, Kubernetes, Proxmox VE, NGINX, Ceph S3, ZFS,
iSCSI, Git, GitLab, GitHub Actions, CI/CD, Zabbix, Grafana

TALKS & PRESENTATIONS

WiFi at IndiaFOSS 6.0: Powered by FOSS
IndiaFOSS 2026, FOSS United, Bengaluru

o Presented the design and numbers of the conference network we built and ran: per-person 802.1X, every service on one
Proxmox host, and traffic from 712 attendees.

Securing IPv6 Networks with Firewalls
Workshop session, IIESOC| with Dept. of CSE and COSH-NITK|
o Covered stateful filtering on Linux, IPv4 to IPv6 rule translation, address-scope handling, and deployment considerations
for dual-stack networks.
Open Source Monitoring in Action
FOSS Meetup 2025
o Presented vendor-neutral monitoring architectures on Zabbix, LibreNMS, and ClickHouse, with hybrid pipelines and
migration blueprints away from commercial stacks.
WAN Aggregation using OpenMPTCProuter
FOSS Meetup 2024
o Explained Multipath TCP in multi-homed networks and demonstrated uplink bonding and failover with OMR on
OpenWrt over a cloud VPS tunnel.
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